Risk Assessment Form

NB This Risk Assessment Form is 21 pages long

	Name Of Organisation:


	Date of Assessment:
	Name of Assessor:



1. Do your temporary staff such as students have restricted access set up within their passwords?

Yes……..   No…….

If response is No complete the following section

	A

Implications of Incident
	B

Likelihood of

Occurrence
	Total Risk

Score =

A x B
	Action / Comment

	
	
	
	


2. Do all temporary staff have their own unique Password?

Yes……..   No…….

If response is No complete the following section

	A

Implications of Incident
	B

Likelihood of

Occurrence
	Total Risk

Score =

A x B
	Action / Comment

	
	
	
	


3. Within the Practice are there lists with Patient Identifiable Data pinned on

walls / notice boards?

Yes……..   No…….

If response is Yes complete the following section

	A

Implications of Incident
	B

Likelihood of

Occurrence
	Total Risk

Score =

A x B
	Action / Comment

	
	
	
	


4. Are any computer screens visible to patients/customers?

Yes……..   No…….

If response is Yes complete the following section

	A

Implications of Incident
	B

Likelihood of

Occurrence
	Total Risk

Score =

A x B
	Action / Comment

	
	
	
	


5. Do staff only areas have a lock or keypad to ensure unauthorised persons are unable to enter the area?


Yes……..   No…….

If response is No complete the following section

	A

Implications of Incident
	B

Likelihood of

Occurrence
	Total Risk

Score =

A x B
	Action / Comment

	
	
	
	


6. Are there Passworded Screensavers in place?

Yes……..   No…….

If response is No complete the following section

	A

Implications of Incident
	B

Likelihood of

Occurrence
	Total Risk

Score =

A x B
	Action / Comment

	
	
	
	


7. Are any diaries / message books stored securely when you are closed?

Yes……..   No…….

If response is No complete the following section

	A

Implications of Incident
	B

Likelihood of

Occurrence
	Total Risk

Score =

A x B
	Action / Comment

	
	
	
	


8. Is there a signed Confidentiality Clause for external workers, who are required

to carry out work in the organisation?

Yes……..   No…….

If response is No complete the following section

	A

Implications of Incident
	B

Likelihood of

Occurrence
	Total Risk

Score =

A x B
	Action / Comment

	
	
	
	


9. Are patients / visitors able to see or hear confidential things about other third 

parties?


Yes……..   No…….

If response is Yes complete the following section

	A

Implications of Incident
	B

Likelihood of

Occurrence
	Total Risk

Score =

A x B
	Action / Comment

	
	
	
	


Total score for Casual Access = 

If the risk is HIGH scoring what are the consequences to the patients?

If the risk is HIGH scoring what are the consequences to the Practice?


1. Is there an adequate protocol for the disposal of Hard Drives?

Yes……..   No…….

If response is No complete the following section

	A

Implications of Incident
	B

Likelihood of

Occurrence
	Total Risk

Score =

A x B
	Action / Comment

	
	
	
	


2. Are there adequate protocols for disposal of paper with Patient or Staff 

Identifiable Data?

Yes……..   No…….

If response is No complete the following section

	A

Implications of Incident
	B

Likelihood of

Occurrence
	Total Risk

Score =

A x B
	Action / Comment

	
	
	
	


3. (*) Is there an adequate protocol for transfer of paper records when the patient leaves the Practice?

Yes……..   No…….   Not applicable………

If response is No complete the following section

	A

Implications of Incident
	B

Likelihood of

Occurrence
	Total Risk

Score =

A x B
	Action / Comment

	
	
	
	


4. Is there a contract for the disposal of Confidential waste paper?

Yes……..   No…….

If response is No complete the following section

	A

Implications of Incident
	B

Likelihood of

Occurrence
	Total Risk

Score =

A x B
	Action / Comment

	
	
	
	


5. Is there a contract for the disposal of Floppy Discs and Tapes?

Yes……..   No…….

If response is No complete the following section

	A

Implications of Incident
	B

Likelihood of

Occurrence
	Total Risk

Score =

A x B
	Action / Comment

	
	
	
	



Total score for Disposal of Data (Manual & Electronic) = 

If the risk is HIGH scoring what are the consequences to the patients?

If the risk is HIGH scoring what are the consequences to the Practice?


1. Is the data entry restricted to trained and authorised personnel (including

locums)?

Yes……..   No…….

If response is No complete the following section

	A

Implications of Incident
	B

Likelihood of

Occurrence
	Total Risk

Score =

A x B
	Action / Comment

	
	
	
	


2. Do all users have unique ID and Password?

Yes……..   No…….

If response is No complete the following section

	A

Implications of Incident
	B

Likelihood of

Occurrence
	Total Risk

Score =

A x B
	Action / Comment

	
	
	
	


3. Are all staff aware that passwords should not be divulged for any reason?

Yes……..   No…….

If response is No complete the following section

	A

Implications of Incident
	B

Likelihood of

Occurrence
	Total Risk

Score =

A x B
	Action / Comment

	
	
	
	


4. Are the passwords changed at monthly intervals?

Yes……..   No…….

If response is No complete the following section

	A

Implications of Incident
	B

Likelihood of

Occurrence
	Total Risk

Score =

A x B
	Action / Comment

	
	
	
	


5. Are the staff advised to log out at all times if leaving the workstation?

Yes……..   No…….

If response is No complete the following section

	A

Implications of Incident
	B

Likelihood of

Occurrence
	Total Risk

Score =

A x B
	Action / Comment

	
	
	
	


6. Are there automatic (3 minute) screen savers in place?

Yes……..   No…….

If response is No complete the following section

	A

Implications of Incident
	B

Likelihood of

Occurrence
	Total Risk

Score =

A x B
	Action / Comment

	
	
	
	


7. Do you have a ‘who’, ‘what’ and ‘when’ full audit trail in place?

Yes……..   No…….

If response is No complete the following section

	A

Implications of Incident
	B

Likelihood of

Occurrence
	Total Risk

Score =

A x B
	Action / Comment

	
	
	
	



Total score for Unauthorised Access Risk = 


1. Is there anti-virus checking software installed and used for all external sources?

Yes……..   No…….

If response is No complete the following section

	A

Implications of Incident
	B

Likelihood of

Occurrence
	Total Risk

Score =

A x B
	Action / Comment

	
	
	
	


2. Is the anti-virus software updated daily?

Yes……..   No…….

If response is No complete the following section

	A

Implications of Incident
	B

Likelihood of

Occurrence
	Total Risk

Score =

A x B
	Action / Comment

	
	
	
	


3. Are there maintenance contracts with a guaranteed response time?

Yes……..   No…….

If response is No complete the following section

	A

Implications of Incident
	B

Likelihood of

Occurrence
	Total Risk

Score =

A x B
	Action / Comment

	
	
	
	


4. Is there IT experience in the department to deal with minor problems?

Yes……..   No…….

If response is No complete the following section

	A

Implications of Incident
	B

Likelihood of

Occurrence
	Total Risk

Score =

A x B
	Action / Comment

	
	
	
	


5. Are back-ups taken daily and stored adequately?

Yes……..   No…….

If response is No complete the following section

	A

Implications of Incident
	B

Likelihood of

Occurrence
	Total Risk

Score =

A x B
	Action / Comment

	
	
	
	


6. Is there a procedure for checking back-ups work in place?

Yes……..   No…….

If response is No complete the following section

	A

Implications of Incident
	B

Likelihood of

Occurrence
	Total Risk

Score =

A x B
	Action / Comment

	
	
	
	


7. Is there a senior staff member who is responsible for Health & Safety issues?

Yes……..   No…….

If response is No complete the following section

	A

Implications of Incident
	B

Likelihood of

Occurrence
	Total Risk

Score =

A x B
	Action / Comment

	
	
	
	


8. Are all workstations connected to a LAN? (Local Area Network) 

Yes……..   No…….

If response is No complete the following section

	A

Implications of Incident
	B

Likelihood of

Occurrence
	Total Risk

Score =

A x B
	Action / Comment

	
	
	
	


9. Does all equipment comply with H&S requirements or is there a planned upgrade program in place?

Yes……..   No…….

If response is No complete the following section

	A

Implications of Incident
	B

Likelihood of

Occurrence
	Total Risk

Score =

A x B
	Action / Comment

	
	
	
	


10. Are there any External communications connected to the organisation’s LAN 

without prior approval?

Yes……..   No…….

If response is Yes complete the following section

	A

Implications of Incident
	B

Likelihood of

Occurrence
	Total Risk

Score =

A x B
	Action / Comment

	
	
	
	


11. Does the disaster recovery plan allow for full running ‘off site’ in the event that the Building is unusable (i.e. hard and software and data)?

Yes……..   No…….

If response is No complete the following section

	A

Implications of Incident
	B

Likelihood of

Occurrence
	Total Risk

Score =

A x B
	Action / Comment

	
	
	
	


12. Are all individual items of IT equipment security marked?

Yes……..   No…….

If response is No complete the following section

	A

Implications of Incident
	B

Likelihood of

Occurrence
	Total Risk

Score =

A x B
	Action / Comment

	
	
	
	


13. Is all IT equipment recorded with serial numbers on an asset register?

Yes……..   No…….

If response is No complete the following section

	A

Implications of Incident
	B

Likelihood of

Occurrence
	Total Risk

Score =

A x B
	Action / Comment

	
	
	
	


14. (*) Is there  ‘firewall’ protection in place in the department?

Yes……..   No…….  Not applicable ……..

If response is No complete the following section

	A

Implications of Incident
	B

Likelihood of

Occurrence
	Total Risk

Score =

A x B
	Action / Comment

	
	
	
	



Total score for Physical risks to data or IT equipment = 


1. Are there window locks on downstairs windows?

Yes……..   No…….

If response is No complete the following section

	A

Implications of Incident
	B

Likelihood of

Occurrence
	Total Risk

Score =

A x B
	Action / Comment

	
	
	
	


2. Do the downstairs windows have security bars?

Yes……..   No…….

If response is No complete the following section

	A

Implications of Incident
	B

Likelihood of

Occurrence
	Total Risk

Score =

A x B
	Action / Comment

	
	
	
	


3. Is there a burglar alarm with intruder monitors at all appropriate points?

Yes……..   No…….

If response is No complete the following section

	A

Implications of Incident
	B

Likelihood of

Occurrence
	Total Risk

Score =

A x B
	Action / Comment

	
	
	
	


4. Are there appropriate locks or Keypad access on all doors?

Yes……..   No…….

If response is No complete the following section

	A

Implications of Incident
	B

Likelihood of

Occurrence
	Total Risk

Score =

A x B
	Action / Comment

	
	
	
	


5. (*) Are you able to seal off separate areas of the building e.g. in reception are there shutters and lockable doors?

Yes……..   No…….  Not Applicable ……..

If response is No complete the following section

	A

Implications of Incident
	B

Likelihood of

Occurrence
	Total Risk

Score =

A x B
	Action / Comment

	
	
	
	


6. (*) Do all consulting rooms have separate door locks?

Yes……..   No……. Not Applicable ……..

If response is No complete the following section

	A

Implications of Incident
	B

Likelihood of

Occurrence
	Total Risk

Score =

A x B
	Action / Comment

	
	
	
	


7. (*) When the building is not fully occupied e.g. out of hours clinic, are unused areas such as administrative offices secured?

Yes……..   No……. Not Applicable ……..

If response is No complete the following section

	A

Implications of Incident
	B

Likelihood of

Occurrence
	Total Risk

Score =

A x B
	Action / Comment

	
	
	
	


8. Are you able to ensure all keys stored on site are not obvious and any instructions regarding key locations or keypad codes are not easily accessible?

Yes……..   No…….

If response is No complete the following section

	A

Implications of Incident
	B

Likelihood of

Occurrence
	Total Risk

Score =

A x B
	Action / Comment

	
	
	
	


9. Is there a procedure for dealing with unauthorised access during open hours?

Yes……..   No…….

If response is No complete the following section

	A

Implications of Incident
	B

Likelihood of

Occurrence
	Total Risk

Score =

A x B
	Action / Comment

	
	
	
	


10. Are you able to ensure keypad and alarm codes are changed regularly?

Yes……..   No…….

If response is No complete the following section

	A

Implications of Incident
	B

Likelihood of

Occurrence
	Total Risk

Score =

A x B
	Action / Comment

	
	
	
	



Total score for Physical Security of Premises = 


Overall score for Physical Security Risk Areas  (sum of sections 3a + 3b + 3c) = 

If the risk is HIGH scoring what are the consequences to the patients?

If the risk is HIGH scoring what are the consequences to the Practice?


1. Is there an uninterrupted power supply (UPS) installed in the clinical systems and if used communications server?

Yes……..   No…….

If response is No complete the following section

	A

Implications of Incident
	B

Likelihood of

Occurrence
	Total Risk

Score =

A x B
	Action / Comment

	
	
	
	


2. Is the battery checked on a regular basis i.e. weekly / monthly ?

Yes……..   No…….

If response is No complete the following section

	A

Implications of Incident
	B

Likelihood of

Occurrence
	Total Risk

Score =

A x B
	Action / Comment

	
	
	
	


3. Are the wiring and plugs checked annually?

Yes……..   No…….

If response is No complete the following section

	A

Implications of Incident
	B

Likelihood of

Occurrence
	Total Risk

Score =

A x B
	Action / Comment

	
	
	
	



Total score for Power Supply = 

If the risk is HIGH scoring what are the consequences to the patients?

If the risk is HIGH scoring what are the consequences to the Practice?



1. Is there a ‘Fireproof’ safe available for back-up tapes and other sensitive media or a documented ‘off’ site back-up system in place?

Yes……..   No…….

If response is No complete the following section

	A

Implications of Incident
	B

Likelihood of

Occurrence
	Total Risk

Score =

A x B
	Action / Comment

	
	
	
	


2. Are the main processors etc stored in a lockable room or lockable box and at an appropriate temperature?

Yes……..   No…….

If response is No complete the following section

	A

Implications of Incident
	B

Likelihood of

Occurrence
	Total Risk

Score =

A x B
	Action / Comment

	
	
	
	


3. Are there Co2 fire extinguishers available?

Yes……..   No…….

If response is No complete the following section

	A

Implications of Incident
	B

Likelihood of

Occurrence
	Total Risk

Score =

A x B
	Action / Comment

	
	
	
	


4. Are you able to ensure that paper is not stacked on top or near PCs?

Yes……..   No…….

If response is No complete the following section

	A

Implications of Incident
	B

Likelihood of

Occurrence
	Total Risk

Score =

A x B
	Action / Comment

	
	
	
	


5. Are you able to ensure that PC ventilators are kept clear?

Yes……..   No…….

If response is No complete the following section

	A

Implications of Incident
	B

Likelihood of

Occurrence
	Total Risk

Score =

A x B
	Action / Comment

	
	
	
	



Total score for Fire Hazard Risk =



1. Is any electronic equipment stored at risk of burst water pipes?

Yes……..   No…….

If response is Yes complete the following section

	A

Implications of Incident
	B

Likelihood of

Occurrence
	Total Risk

Score =

A x B
	Action / Comment

	
	
	
	


2. Is any electronic equipment stored at risk of splashing from taps or sinks?

Yes……..   No…….

If response is Yes complete the following section

	A

Implications of Incident
	B

Likelihood of

Occurrence
	Total Risk

Score =

A x B
	Action / Comment

	
	
	
	


3. Is any electronic equipment stored at risk of water running from windows or condensation?


Yes……..   No…….

If response is Yes complete the following section

	A

Implications of Incident
	B

Likelihood of

Occurrence
	Total Risk

Score =

A x B
	Action / Comment

	
	
	
	


4. Is any electronic equipment stored in a steamy atmosphere?

Yes……..   No…….

If response is Yes complete the following section

	A

Implications of Incident
	B

Likelihood of

Occurrence
	Total Risk

Score =

A x B
	Action / Comment

	
	
	
	



Total score for Water Hazard Risks = 


1.
Is the air quality reasonable (grease, pollution, dirt and dust can all affect the operation of computers)

Yes……..   No…….

If response is No complete the following section

	A

Implications of Incident
	B

Likelihood of

Occurrence
	Total Risk

Score =

A x B
	Action / Comment

	
	
	
	


2.
Is the equipment subject to excessive vibration?

Yes……..   No…….

If response is Yes complete the following section

	A

Implications of Incident
	B

Likelihood of

Occurrence
	Total Risk

Score =

A x B
	Action / Comment

	
	
	
	



Total score for Environmental Hazard Risk = 


Overall score for Hazard Area Risks (sum of section 5a + 5b + 5c) = 

If the risk is HIGH scoring what are the consequences to the patients?

If the risk is HIGH scoring what are the consequences to the Practice?


1. Are all staff members using devices carrying, transmitting or receiving confidential data, fully briefed as to the additional risks?

Yes……..   No…….

If response is No complete the following section

	A

Implications of Incident
	B

Likelihood of

Occurrence
	Total Risk

Score =

A x B
	Action / Comment

	
	
	
	


2. Have all staff who use mobile devices e.g. palm held or laptops, signed to say they understand and accept the additional responsibilities involved in mobile computing?

Yes……..   No…….

If response is No complete the following section

	A

Implications of Incident
	B

Likelihood of

Occurrence
	Total Risk

Score =

A x B
	Action / Comment

	
	
	
	


3. Can such devices be stored securely when not in use?

Yes……..   No…….

If response is No complete the following section

	A

Implications of Incident
	B

Likelihood of

Occurrence
	Total Risk

Score =

A x B
	Action / Comment

	
	
	
	



Total score for Mobile Computing = 
If the risk is HIGH scoring what are the consequences to the patients?

If the risk is HIGH scoring what are the consequences to the Practice?

Summary of Risk Assessment completed on date……………………………………
	RISK ASSESSMENT
	TOTAL SCORE

	1.

    Casual Access
	

	2.

    Disposal of Data
	

	3.

    Physical Security Risk
	

	    Unauthorised access risk
	

	  b)

      Physical risks to data or IT equipment
	

	  c)

      Physical security of the premises
	

	4.

     Power Supply
	

	5.

      Hazards
	

	   a)

        Fire hazard 
	

	   b)

       Water hazard
	

	   c)

       Environmental hazard
	

	6.

      Mobile Computing
	

	OVERALL SCORE = 
	


Comments for further action to be taken:
Section 1 – Casual Access





Section 2. Disposal of Data


(Manual & Electric)





Section 3. Physical Security Risk Areas





Section 3a. Unauthorised Access Risk





Section 3b. Physical risks to data or IT equipment





Section 3c. Physical security of the premises





Section 4. Power Supply





Section 5. Hazard Areas





5a. Fire Hazard





5b. Water Hazard Risk





5c. Environmental Hazard Risk





Section 6. Mobile Computing








